























































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































	NetMan Desktop Manager 4.5 Manual
	Introduction
	Contents of This Manual
	NetMan Desktop Manager: The Basics 
	Performance Features
	Desktop Sessions and Application Sessions
	Sessions in the Windows Interface and in the Web Interface

	Installation
	System Requirements
	System Requirements for Windows Server 2003 Terminal Server
	System Requirements for Windows Server 2008 with Terminal Services Role
	System Requirements for Windows Server 2008 R2 with Remote Desktop Services Role
	Installation Principles
	Overview
	Installing NetMan Desktop Manager on a Terminal Server
	NetMan Desktop Manager in a Multiple Terminal Server Environment
	Installing NetMan Desktop Client
	Distributing NetMan Desktop Client in the Network


	The First Steps with NetMan Desktop Manager
	The First Time an Administrator Runs NetMan Desktop Client
	Allocation of NetMan Desktops
	The First Time a User Runs NetMan Desktop Client

	First Steps with the Web Interface
	Advantages of the Web Interface
	Logging in through the Web Interface
	Installing the NetMan RDP Web Client
	Calling Applications through the Web Interface 

	Examples of Integration in Terminal Server Environments
	Overview
	NetMan Desktop Client on a Workstation
	NetMan Desktop Client as Terminal Server Interface

	System Structure
	Overview
	Server Software
	NetMan Databases
	NetMan Service
	NetMan Web Server
	Certificates for NetMan Web Server

	Client Installations
	NetMan Desktop Client: The Basics
	Technical Structure of the NetMan Desktop Client
	Security Aspects Relating to NetMan Desktop Client


	NetMan Desktop Manager Programs
	Management Console
	Statistics
	Monitors
	Trace Monitor
	Trace Monitor for Console Messages
	Environment Monitor
	License Monitor
	Database Browser
	Server and Station Monitor

	Settings
	NetMan Settings
	Internet Filter Settings
	NetMan Web Services Settings
	NetMan Access Control

	Wizards
	NetMan Desktop Client Distribution
	Database Wizard
	Registration Wizard


	Integrating Applications and Hyperlinks
	NetMan Configurations
	Working with the Management Console
	The Sample Desktop
	A NetMan Configuration
	Program Actions
	Additional Program Properties
	Creating and Deleting Desktop Entries
	Your First Application
	Access Privileges for Configurations and Actions
	Creating New Desktops

	NetMan Actions
	Overview and General Rules
	Using the Trace Monitor to Check Action Processing
	Controlling an Action Sequence
	Simple Examples of the Most Commonly Used Actions
	Complex Actions
	Windows Script Enhancements

	Special Configurations and Applications
	Startup and Shutdown Configurations
	Integrating CD-ROM-based Applications


	NetMan Desktop Manager Resources
	Users, Stations, Groups and Profiles
	NetMan Users
	NetMan Stations
	NetMan User Groups
	NetMan Station Groups
	NetMan User and Station Profiles
	User Profiles
	Station Profiles

	Web Interface
	Introduction to the Web Interface
	2-Factor Authentication
	Launch Methods for HTML View
	Overview of Launch Methods
	NetMan RDP Web Client 
	rdesktop using a Java Applet
	Java RDP Web Client
	Citrix Web Client 
	Citrix Java Client
	Select ICA Automatically
	Rules for Determining the Launch Method

	Login Methods for HTML View
	Overview of Login Methods
	Login Data from HTML View
	NetMan Anonymous Users
	Anonymous Users

	NetMan SSL Gateway
	Introduction to the NetMan SSL Gateway
	Installing NetMan SSL Gateway
	Creating an SSL Certificate
	Accessing Applications over the NetMan SSL Gateway
	Configuring the NetMan SSL Gateway
	NetMan SSL Gateway Connection Monitor

	Web Interface Design
	Introduction to Web Interface Design
	Login Page
	Example of Login Page Modification
	HTML Page for Launching Applications
	Simple Modifications to the Application Launch Page


	Opening Sessions from NetMan Desktop Client
	Launch Methods for NetMan Desktop Client
	Overview of Launch Methods
	NetMan RDP Web Client 
	Citrix Web Client
	Rules for Determining the Launch Method

	Login Methods on Terminal Servers
	Overview of Login Methods
	Use Local Login Data
	One-time Login using NetMan Desktop Client
	Interactive Login per Session
	Use NetMan Anonymous Users


	Extensions for Terminal Servers
	Load Balancing in Application Sessions
	Performance Report
	Session Sharing
	NetMan RDP Session Broker
	Overview of the RDP Session Broker
	Installing the RDP Session Broker
	Configuring the RDP Session Broker
	Accessing the NetMan RDP Session Broker


	Extensions for MetaFrame Servers
	Published Application
	Login Methods on MetaFrame Servers

	Advanced Application Settings for a Session
	Separate Launch Method Settings for an Application Call
	Separate Session Parameters for an Application Call

	Advanced Security Features
	Ticketing
	User Tickets for the Web Interface
	Access Privileges for Client Drives
	Extended Access Privileges for Client Drives
	Setting up Access Privileges for Client Drives
	Using NetMan Actions to Modify Access in Client Drives


	Printing with NetMan Desktop Manager
	Overview
	RDP Support for Local Printers
	Modifying Printer Mapping
	Universal Printer Driver in Windows Server 2003 SP1
	Terminal Services Easy Print in Windows Server 2008
	Universal PDF Printer Driver
	Switching the PDF Print Preview On and Off
	Showing or Hiding the Universal PDF Printer Driver
	Bandwidth Management for the Universal PDF Printer Driver

	Additional Tips for Operation in Terminal Server Environments
	Defining the Maximum Number of Parallel Sessions
	Station Names in the Terminal Server Environment
	Granting Access Privileges in Client Drives
	Problems Launching NetMan
	Troubleshooting Application Problems
	Citrix Anonymous Users in Domains
	Monitored Processes for Application Sessions

	NetMan Internet Filter
	Using the NetMan Internet Filter
	Switching the NetMan Internet Filter On and Off
	Editor for Internet Filter Files 
	Global Internet Filter
	Creating Rules for Filtering URLs
	Creating Rules for Filtering Processes
	Testing an Internet Filter File

	Statistics
	Statistical Analysis of Log Files
	Statistical Analysis with the NetMan Statistics Program
	Tables
	Main Table 
	Table of Concurrent Use

	Example
	Analyzing Data with the NetMan Statistics Program


	Appendix
	Glossary
	Index



